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OVERVIEW

OSO 27002:2022 - what does this mean to your Management System?

ISO 27002 has been updated, with several changes being added or merged to bring the
standard up to date with changing technology and to simplify the use of the controls;
but what does this mean to your Information Security Management System and how
might it impact what you are doing?

There is no need to make any immediate changes as ISO 27002 is not a certifiable
standard and does not impact your certification to ISO 27001 in any way. However, we
should see the new standard as an opportunity to prepare for the expected changes to
ISO 27001 expected later this year and the inclusion of the new controls from ISO
27002 into existing Statements of Applicability will be a positive move towards
continual improvement.

@hy has the Standard changed?

It is typical that all standards undergo regular reviews at planned intervals to ensure
that the content remains appropriate and are generally reissued about every 7 to 8
years. The last issue of ISO 27002 was in 2013 and since then IT technology and
security has changed significantly causing some of the controls in 2013 to be
uncomfortably out of date.

At a very high level the changes are simply the reduction of controls from 114 to
93 and these have been placed in 4 themed sections instead of 14 control groups
of the old standard; these are:
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Each control has also been aligned with Attributes and Themes which are
intended to help organisations to align their management system with other
security frameworks such as NIST or SOC; these attributes include:

Control Type

Information Security Properties
Cybersecurity Concepts
Operational capabilities
Security Domains

What are the new controls?

There have been 11 new controls added:

) Organisational Controls:
."“".
. ' e 5.7 Threat intelligence
‘?. e 5.23 Information security for use of cloud services
’ e 5.30 ICT readiness for business continuity

Y Physical Controls:
\ \\U ///// e 7.4 Physical security monitoring

Technological Controls:

G‘ 8.9 Configuration management

8.10 Information deletion
8.11 Data masking

8.12 Data leakage prevention
8.16 Monitoring activities
8.23 Web filtering

8.28 Secure coding
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mow can Blackmores support you in these changes?

Firstly, there is no need to panic about the changes as they do not impact your
management system immediately. Even when the new ISO 27001 standard is issued the
certification bodies will need to be accredited by UKAS; after which there is always a
grace period (typically 2 years) when companies can transition to the changes in the
new standard.

We can provide assistance to update your Statement of Applicability with the new
controls so that it runs in tandem with the existing controls and is ready for an early
change when ISO 27001 is reissued.

We can provide support to help you understand the new controls and how they might
be implemented. Furthermore, we will give guidance on how clients can use other

controls to support what they are expected to introduce with the new standard.

If you'd like any further information, simply Contact Us.
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