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O verview and Introduction 

There's no getting away with it - the General Data Protection Requirements (GDPR)  are here to stay  
regardless of what Brexit brings. 

And although the principles of Data Protection haven't radically changed with the introduction of GDPR, 
there are some subtle changes that need to be considered by all organisations that deal with personal 
data. 

The GDPR applies to ‘controllers’ and ‘processors’. The controller says how and why personal data is  
processed and the processor acts on the controller’s behalf.  

If you are a processor, the GDPR places specific legal obligations on you; for example, you are required to 
maintain records of personal data and processing activities. You will have significantly more legal liability 
if you are responsible for a breach. These obligations for processors are a new requirement under the 
GDPR. 
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The GDPR applies to ‘personal data’. The definition is now more detailed and makes it clear that  
information such as an online identifier – e.g. an IP address or email address (commercial or  
non-commercial) can be personal data. 
 
For most organisations, keeping HR records, customer lists, or contact details etc, the change to the  
definition should make little practical difference.  The GDPR applies to both automated personal data and 
to manual filing systems (hard copy files).  
 
The GDPR refers to sensitive personal data to include health information, or genetic and biometric data. 
The most significant addition is the accountability principle. The GDPR requires you to show how you 
comply with the principles – for example by documenting the decisions you take about a processing  
activity. 
 

Simply having a 'Data Protection' policy statement is not enough anymore. 
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S ummary of Requirement 

There are now requirements to 'prove' you've reviewed all your compliance requirements - this is  

especially important in the event of a breach.  The following are elements that need to be considered: 

Lawful processing 

For processing to be lawful under the GDPR, you need to identify a legal basis before you can process  

personal data. You must determine your legal basis for processing personal data and document this. 

Consent 

Consent under the GDPR requires some form of clear 'affirmative' 

action. Silence, pre-ticked boxes or inactivity does not constitute 

consent. Consent must be verifiable. This means that there must be 

some form of record retained of how and when consent was given. 

 

The right to be informed 

The right to be informed encompasses your obligation to provide ‘fair processing information’, typically 

through a privacy notice. It emphasises the need for transparency over how you use personal data.  You 

need to ensure individuals are informed of how you are using personal data. 

 

The right of access 

Under the GDPR, individuals will have the right to obtain: 

 confirmation that their data is being processed; 

 access to their personal data; and 

 other supplementary information  

This requirement largely corresponds to the information that should be provided in a ‘privacy notice’  

mentioned previously. 



S ummary of Requirement 

Page | 4 

The right to rectification 

Should the data you hold be incorrect (inaccurate/ incomplete), individuals are entitled to have this  

personal data rectified. 

 

The right to restrict processing 

Individuals have a right to ‘block’ or suppress processing of personal data.  When  

processing is restricted, you are permitted to store the personal data, but not further 

process it.  If a request for restriction is upheld, you are permitted to retain just enough 

information about the individual to ensure that the restriction is respected in future. 

 

The right to data portability 

The right to data portability allows individuals to obtain and reuse 

their personal data for their own purposes across different services.  

An example of where this is already being practiced is in the banking 

industry whereby individuals wish to switch banks (and all associated 

Direct Debits).    

It allows them to move, copy or transfer personal data easily from 

one IT environment to another in a safe and secure way, without    

hindrance to usability. 

 

The right to erasure 

Also known as ‘the right to be forgotten’. The broad principle underpinning this right 

is to enable an individual to request the deletion or removal of personal data 

whether there is no compelling reason for its continued processing. 

Therefore, you are required to prove that you have a compelling reason to continue 

to process that data should the right to be forgotten invoked.   

 

If the request is upheld, you need to ensure that the data is removed, and that it is removed from  

anywhere where you may have transferred or passed the data onto a third party.  
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The right to object 

Individuals have the right to object, but individuals must have an objection on “grounds relating to his or 

her particular situation”.  Rights to object could include direct marketing (including profiling) or processing 

for purposes of scientific/historical research and statistics.  

 

If you receive an objection you must stop processing the personal data unless: 

 you can demonstrate compelling legitimate grounds for the processing, which override the             

interests, rights and freedoms of the individual; or 

 the processing is for the establishment, exercise or defence of legal claims. 

 

Regardless you must inform individuals of their right to object “at the point of first communication” and in 

your privacy notice. 

 

The detailed  'rights' - Access, rectification, restriction, portability and erasure mean that you need to  

ensure that personal information is traceable for individuals - from the point you receive it, through all the 

processing streams, extending out to any 3rd parties you may have legitimately passed it into for further 

processing.  This is deemed to be one of the more onerous new requirements of GDPR. 
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Accountability and governance 

You are expected to put into place comprehensive but proportionate governance measures. The ICO have 

provided guidance on good practice tools for a number of years i.e. privacy impact assessments and  

privacy by design.  However, under the GDPR these may now be legally required in certain circumstances. 

If not already undertaken, these measures should be considered in order to understand where  

personal data resides within your organisation, and to minimise the risk of breaches and uphold the  

protection of personal data.  

There are a variety of ways that accountability and governance can be implemented - and depending on 

the complexity of the organisation, or the types/volume of personal data being processed, organisations 

may opt to implement a combination of the following: 

 Implementation of internal data protection policies such as staff training, internal audits of  

processing  activities, and reviews of internal HR policies. 

 Maintain relevant documentation on processing activities. 

 Use data protection impact assessments where appropriate to fully understand and document  

current personal data within an organisation 

 Where appropriate, appoint a data protection officer. 

 Implement measures/ principles for 'data protection by design' and 'data protection by default'. 

Measures could include Data minimisation;  

 Pseudonymising; Transparency; Allowing individuals to monitor processing; Creating and  

improving security features on an ongoing basis. 

 

 

Practically, this is likely to mean more policies and procedures for  

organisations.  If Data Protection is something that has always been on the 

agenda, then you may already have good governance measures in place.  

However, for some companies, these new requirements are going to  

requires some subtle changes to be made. 
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Records of processing activities (documentation) 

As well the overarching obligation to provide comprehensive, clear and transparent privacy policies, if 

your organisation has more than 250 employees, you must maintain additional internal records of your 

processing activities. 

Depending of the level of risk related to applicable personal data, If your  

organisation has less than 250 employees you may also be required to  

maintain records of activities related to higher risk processing, such as: 

 processing personal data that could result in a risk to the rights and  

freedoms of individual; or 

 processing of special categories of data or criminal convictions and  

offences. 

 

Breach Notification 

 

There will be a duty on all organisations to report certain 

types of data breach to the relevant supervisory authority, 

and in some cases to the individuals affected. 

A personal data breach means a breach of security leading 

to the destruction, loss, alteration, unauthorised disclosure 

of, or access to, personal data. This means that a breach is 

more than just losing personal data. 

 

Formal notification is required to the relevant supervisory authority of a breach where it is likely to result 

in a risk to the rights and freedoms of individuals. If unaddressed such a breach is likely to have a  

significant detrimental effect on individuals – for example, result in discrimination, damage to reputation, 

financial loss, loss of confidentiality or any other significant economic or social disadvantage.  An example 

is when a breach could lead to identity theft for an individual.   
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Organisations are required to have  a process whereby staff understand  

 What constitutes a data breach, what needs to be reported (or captured for breach investigation); 

 Understanding of an internal data breach procedure (detection, reporting, investigation etc.) 

 

Notifiable breaches have to be reported to the relevant supervisory authority within 72 hours of the  

organisation becoming aware of it. If the breach is sufficiently serious to warrant notification to the public, 

the organisation responsible must do so without undue delay. 

Failing to notify a breach when required to do so can result in a significant fine up to 20 million Euros or  

4 per cent of your global turnover. 

 

For companies that have already implemented an Information Security management system such as ISO 

27001 or perhaps Cyber Essentials plus, this requirement will already be addressed.  However, there may 

be an opportunity to combine the standard 'Security Breach procedure' with their Business Continuity  

arrangements - in particular the timed requirement to report within 72 hours - to ensure that a security 

incident response plan is in place - and tested- to ensure this deadline can be achieved and that staff are 

aware or their role in reporting. 

 

Transfer of data 

There will be restrictions on the transfer of personal data outside the European Union, to third countries 

or international organisations, in order to ensure that the level of protection of individuals afforded by the 

GDPR is not undermined. 
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Appointing a Data Protection Officer 

They must do this if they: 

• are a public authority (except for courts acting in their judicial capacity) 

• carry out large scale systematic monitoring of individuals (for example, online behaviour tracking) 

• carry out large scale processing of special categories of data or data relating to criminal 

convictions and offences. 

 

A single data protection officer may be appointed to act for a group of companies or for a group of public 

authorities, taking into account their structure and size. 

 

Any organisation is able to appoint a DPO. Regardless of whether the GDPR obliges you to appoint a DPO, 

you must ensure that your organisation has sufficient staff and skills to discharge your obligations under 

the GDPR. 



A ppendices 
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B lackmores Approach to GDPR 

At Blackmores, we understand that compliance with GDPR is more than just a communicated Data Protection  

Policy. Our experience with Information Security and Business Continuity management has also assisted us to  

develop a robust compliance model to GDPR - drawing on best practice in a number of areas. 

We work with your organisation to undertake a thorough Privacy Impact Analysis to assist you to understand where 

personal data touches or resides within your organisation.  We then work with you to develop the controls you 

need to comply with GDPR - thus providing the evidence that you have undertaken the steps required to achieve 

compliance.  Ongoing review ensures that you remain in control of data protection moving forwards. 
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Privacy impact assessments (PIAs) are a tool which can help organisations identify the most effective way 

to comply with their GDPR obligations.  By undertaking a PIA, organisations will gain an understanding of 

what personal data is transferred to, processed, handled, stored and passed on by the business. 

 

An effective PIA will allow organisations to identify risks and implement controls at an early stage, reducing 

the associated costs and damage to reputation which might otherwise occur should an inadvertent data 

breach occur.  

 

When developing new systems, or ways of working that involves personal data, PIAs are an integral part of 

taking a privacy by design approach 

 

Key points: 

 A PIA is a process which assists organisations in identifying and minimising the privacy risks of  

existing or new projects or policies. 

 Conducting a PIA involves working with people within the organisation, with partner organisations 

and with the people affected to identify and reduce privacy risks. 

 The PIA will help to ensure that potential problems are identified at an early stage, when addressing 

them will often be simpler and less costly. 

 Conducting a PIA should benefit organisations by producing better policies and systems and  

improving the relationship between organisations and individuals. 

 

 

P rivacy Impact Assessments 
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The benefits of a PIA 
 
Conducting a PIA is not a legal requirement of the GDPR. The ICO has promoted PIAs as a tool to help  
organisations to comply with their Data Protection obligations for a number of years. 
 
Whilst a PIA is not a legal requirement, in the event of a significant breach the ICO may ask an organisation 
whether they have carried out a PIA. This is in recognition of the fact that a PIA is often the most effective 
way to demonstrate to the ICO how personal data processing complies with the prevailing data protection 
legislation. 
 
The first benefit to individuals will be that they can be reassured that the organisations which use their  
information have followed best practice. A project/process which has been subject to a PIA should be 
less privacy intrusive and therefore less likely to affect individuals in a negative way. 
 
A second benefit to individuals is that a PIA should improve transparency and make it easier for them to 
understand how and why their information is being used. 
 
Organisations that conduct effective PIAs should also benefit. By conducting the assessment they will often 
improve on how they use information which impacts on individual privacy. This should in turn reduce the 
likelihood (and overall risk) of the organisation failing to meet its legal obligations and of a breach of the 
legislation occurring. 
 
Conducting and publicising the fact that an organisation has undergone a PIA will help an organisation to 
build trust with the people using their services. The actions taken during and after the PIA process can  
improve an organisation’s understanding of their customers. 
 
There can be financial benefits to conducting a PIA. Routinely using PIA's when changing or designing new 
ways of working (process or business systems), identifying a problem early will generally require a simpler 
and less costly solution.  
 
More generally, consistent use of PIAs will increase the awareness of privacy and data protection issues 
within an organisation and ensure that all relevant staff involved in designing projects think 
about privacy at the early stages of a project. 
 

P Rivacy Impact Assessments 
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Establish Roles and responsibilities 

Establish whether you are required to have a Data Protection Officer, or whether this is a role 

you wish to appoint (regardless of compliance requirements).  

To ensure organisation governance, ensure that you have clear policies in place to prove that 

you meet the required standards.  

Establish a culture of monitoring, reviewing and assessing your data processing procedures, aiming to minimise data 

processing and retention of data, and building in safeguards. This could be achieved by periodic PIA's. This may be a 

requirement if you undertake risky processing activities. 

Train and check that your staff understand their obligations.  

 

Understand and document the legal basis on which you use personal data 

Once you understand the data processing activities you undertake - ensure you understand the 

legal basis for doing it. Do you rely on data subject consent?  Or can you demonstrate that you 

have a legitimate interest in processing that data that is not overridden by the interests of the 

data subject?  

 

Companies often assume that they need to obtain the consent of data subjects to process their data - but this is just 

one mechanism and may not be the best (e.g. it can be withdrawn). If you do rely on obtaining consent, review 

whether your documents and forms of consent are adequate and check that consents are proactively, and freely  

given, specific and informed. You will bear the burden of proof. 

 

Check your privacy notices and policies are adequate 

The GDPR requires that information provided should be in clear and plain language. Your 

policies should be transparent and easily accessible.  Are you making it clear how you are 

using/ processing personal data?  Do you make it clear as to how data subjects can  

exercise their rights under GDPR? 

 

Prepare for data security breaches 

Put in place clear policies and well-practised procedures to ensure that you can react quickly to any data breach and 

notify in time where required.  There should be a link to your business continuity arrangements to ensure these  

processes are exercised regularly. 

S teps to consider now 



Page | 15 

Embrace privacy by design 

Conduct PIA's to ensure privacy is embedded into any new processing or product that is 

deployed. This needs to be thought about early in the process to enable a structured 

assessment and systematic validation. Implementing privacy by design can both  

demonstrate compliance and create competitive advantage. 

 

Consider the rights of data subjects 

Be prepared for data subjects to exercise their rights under the GDPR such as the right to data portability and the 

right to erasure.  

When storing personal data, consider the legitimate grounds for its retention – it will be your burden of proof to 

demonstrate that your legitimate grounds override the interests of the data subjects.  Do you have a retention  

policy that covers all the personal data you hold? 

You may also face individuals who have unrealistic expectations of their rights. 

 

As a supplier to others, do you have new obligations as a processor? 

If you process data on behalf of a client, there may be some direct obligations within the GDPR 

which you will need to understand and build into your policies, procedures and importantly - 

your contracts.  

Customers may also wish to ensure that your services are compatible with the enhanced  

requirements of the Regulation.  

Consider whether your contractual documentation is adequate and, for existing contracts, check who bears the cost 

of making changes to the services as a result of the changes in laws or regulations.  

If you use suppliers - ensure you determine and document your respective responsibilities. 

 

Cross-border data transfers 

International data transfers (inc. intra-group transfers) you need to have a legitimate basis for transferring personal 

data to jurisdictions that are not recognised as having adequate data protection regulation.  

 

This is not a new requirement, However failure to comply will now attract far greater 

fines. You may want to consider adopting binding corporate rules to facilitate  

intra-group transfers of data. 

S teps to consider now 
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The following sources of information have been used when compiling his white paper. 

It is recommended that these are referenced and used as guidance when meeting your obligations under the 

GDPR: 

 

 REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the  

protection of natural persons with regard to the processing of personal data and on the free movement of 

such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 

 

 ICO  - Data Protection Reform   

 

 Overview of the General Data Protection Regulation (GDPR) - ICO  

 

 Conducting privacy impact assessments code of practice - ICO 

 

 Preparing for the General Data Protection Regulation (GDPR) 12 steps to take now - ICO 

 

 The EU General Data Protection Regulation 2016 - Allen & Overy 

 

 

 

 

S ources of Information / Further Reading 

http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
https://ico.org.uk/for-organisations/data-protection-reform/
https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-by-design/
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
http://www.allenovery.com/SiteCollectionDocuments/Radical%20changes%20to%20European%20data%20protection%20legislation.pdf
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Blackmores is an award winning management system consultancy which specialises in implementing and maintaining 

British (BS) and International (ISO) Standards.  They have been established for 10 years and during this time gained 

extensive experience and knowledge of ISO management systems across all sectors. 
 

They have established a commanding reputation for changing the face of how ISO management systems are           

implemented, and are very proud to have a 100% success rate in helping our clients to achieve certification. 
 

The following demonstrates their credentials:- 

 

Certified to ISO 9001 by a UKAS Accredited Certification Body (BSI) 

Compliant to BS EN 16114 Management Consultancy Standard 

Members of the Chartered Quality Institute (CQI), Institute of Environmental Management and Assessment 
(IEMA) and Institute of Occupational Safety & Health (IOSH) 

 

Approved Consultants with the British Standards Institution (BSI), Lloyds Register Quality Assurance (LRQA), 
ISOQAR, National Quality Assurance (NQA), SGS, Certification Europe and Bureau Veritas, BM Trada and DNV   

 

Qualified Lead Auditors to IRCA Standards (International Register of Certified Auditors).  



Blackmores 


